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Key points to be aware of 

• Selwood Housing Group handles sensitive information about staff and 
tenants. We need to use this effectively in order to provide good 
services, promote trust with our stakeholders, and to meet our legal 

and regulatory duties. 
• Information security incidents, and complaints about how we are 

using people’s information, should be reported immediately to 

dataprotection@selwoodhousing.org.  
• Staff are required to use Group systems to promote information 

security and data quality. 

• Any substantial changes to how we are using information about 
customers and staff need to take account of data protection issues.  

• This policy sits alongside other policies and tools, in particular our 
Data Retention Policy, ICT Security and Acceptable Use Policy and 
Data Breach Procedure. 

 

1. Purpose and scope 

The purpose of this policy is:  

1. To ass i s t  i n  ensuring Selwood Housing Group’s 
compliance with the principles of the Data Protection Act 
2018 and the UK implementation of the General Data 

Protection Regulation 2016 (“data protection law”).  
2. To document the framework we use for compliance with 

data protection law to provide guidance for staff, 

3. To act as an ‘appropriate policy document’ where required 
for the purposes of data protection law. 

 

The scope of this policy is any use of personal data within Selwood 
Housing Group. 

 

2. Underpinning principles 

mailto:dataprotection@selwoodhousing.org
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The Selwood Housing Group recognises that it acts as a data 

controller for the purposes of data protection law, because it collects 

and processes personal data about its staff, tenants, other customers 

and third parties.  

The Group has a number duties under data protection law, including 

to ensure that it processes that information fairly and lawfully; and 

to protect that personal data from unauthorised access, loss, theft, 

or corruption.  

Our approach to data protection will align with the Group values of:  

1. Customer focused – we will treat customers’ data with 

respect and use it in a way which directly or ultimately 
benefits customers. 

2. One Team – Everyone working for the Group is expected to 

comply with this policy and to treat personal data 
appropriately. We recognise that we work closely with other 
organisations and we will share information appropriately 

with them. 
3. Honest – We expect problems involving personal data to be 

reported internally and we will try to rectify them. If people 

want to know about how we are using their information, we 
will help them. 

4. Dynamic – We will make best use of information to help 

deliver a good service for our customers and support the 
strategy of the business. In doing so we will consider the 
potential impacts on individuals. 

 

The Group has a low appetite for risk in terms of activities which 

may be incompatible with the requirements of data protection law. 

The key data protection risks we have identified are:  

1. Sharing a customer’s data by mistake with an 

unauthorised third party, for instance by sending 
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documentation intended for customer A to customer B, or 

revealing information over the phone in error. 

2. Business continuity issues/data protection risks in our 

supply chain, where we lose access to data we need to 

provide services. 

3. Cyber threats. 

4. Failing to keep customer (or staff) data up-to-date.  

5. Failing to use or share information to understand and 

meet customer needs, or to keep someone safe. 

 

Adherence to this policy will help ensure we meet our legal 

requirements and work within the parameters of our risk appetite. 

This document refers to a number of specific terms from data 

protection law. Please see the glossary at the end of this document 

for an explanation of these terms. 

The Group is committed to the following: 

• To ensure all entities of Selwood Housing Group are 
committed to and comply with the six principles of data 
protection. 

• To recognize that Selwood Housing Group holds particularly 
sensitive information, including financial information, health 
information, information about alleged criminal behaviour, and 
information about more vulnerable groups, and that this is 
treated with particular care.  

• To ensure that Selwood Housing Group meets all legal 
obligations of the data protection law. 

• Ensuring that all staff are made aware of good practice in data 
protection 

• Providing adequate training for all staff involved in processing 
personal data 

• Ensuring that everyone handling personal data knows where 
to find further guidance 
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• Ensuring that any queries about data protection, internal and 
external to the organisation, are dealt with effectively and 
promptly by a data protection officer. 

• Commitment to the annual review and approval by senior 
management of this policy. 
 

Roles and Responsibilities  

All staff within Selwood Housing Group have a responsibility to 

understand their data protection obligations and to comply with the 

requirements of this policy. All staff should ensure that: 

• All personal data is processed in a secure manner, using 

official Group systems. 
• All personal data is treated as confidential and with respect, 

and that it is not disclosed to an unauthorised third party or 

organisation, including unnecessary exposure of sensitive 
information internally. 

• They do not use or process any personal data in an unlawful 

way. 

• All suspected breaches, misuse of data or lost or stolen 
devices are reported without delay and staff shall provide all 

support necessary in resolving any breaches, using the Data 
Breach Procedure. 

• Any subject access requests are logged and handled 

appropriately. 
• Any concerns about our data protection practices are 

reported to the information governance committee via their 

managers. 

 

Each system and process used to process, manage or store personal 

data will have a system owner, who is responsible in the first instance 

for the effective operation of that system.  

Managers are responsible for ensuring that their teams handle data 

appropriately, and that data protection is taken account of when 

proposing changes to systems and processes. Managers are 
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expected to lead by example and promote a proactive, positive 

culture of data protection compliance. 

The Board is ultimately accountable for ensuring compliance with 

data protection law and setting the strategic direction for information 

management.  The Director of Finance is the member of the 

executive team responsible for managing information risk.  

The Information Governance Group meets every two months and is 

chaired by the Director of Finance. Its role is to provide oversight and 

assurance on data protection issues. Its membership is a senior 

person in each team within the Group.  

The Infrastructure and Operations Manager is responsible for 

information security and technical aspects of data protection 

management.  

Selwood Housing Group has an assigned Data Protection Officer who 

is committed to providing advice to senior management and staff 

on the Group’s obligations under data protection law. 

3. Policy details 

 
Data Protection Law is based on six principles, which are 

summarised below, together with how we approach them as a 

matter of policy. 

Personal data shall be processed lawfully, fairly, and in a 

transparent manner in relation to individuals 

The Selwood Housing Group will ensure that it only collects and uses 

information about individuals when it is permitted to do so by data 

protection law.  

There are several conditions for processing personal data, and we 

will ensure that we meet one or more of those conditions when we 

determine how we are going to use personal data. Most of our 

processing is undertaken on the basis of contract, legal obligations, 
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protecting the vital interests of more vulnerable customers, serving 

the public interest or working with public authorities, or because it 

is in our ‘legitimate interests’ to process or share personal data. 

Some of our processing activities, for instance around marketing, 

are undertaken based on consent. We recognise that there is a 

‘power imbalance’ between Selwood as a Controller and our 

customers and others which means that it is more difficult for us to 

rely on consent as our legal basis for processing. We will, however, 

try to give people choices about how they can access data we use, 

how they hear from us, and what we do with their information. 

An extra set of conditions apply for processing special categories of 

personal data (sensitive personal data), such as that relating to 

health, ethnicity, or religion. Again, we will ensure that we have a 

legal basis for handling this more sensitive information. This 

generally is because the processing is necessary for establishing 

exercising or defending our legal rights, preventing, or detecting 

crime, social protection, provision of support services, employment, 

or ‘social protection’ measures (which include social housing).  

Our data map will record our processing activities, and set out the 

legal basis on which we process personal data. 

We will undertake ‘legitimate interest assessments’ when we 

want to use information as a choice on our part, to ensure that we 

have balanced our interests (or the interests of the entity we propose 

to share information with) with the interests of the individual. These 

may be documented in cases which are novel or repercussive. 

As described in more detail below, we will (also) undertake a 

privacy/data protection impact assessment where a proposal 

to process personal data (regardless of its legal basis) is likely to 

pose a high risk to individuals’ rights and freedoms. We will use 

screening questions to help us make that risk assessment. 

When we collect information from a data subject, we will inform 

them on why it is required and how we are going to use it. We will 
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do this in several ways, taking an approach which is most 

appropriate for the circumstances, for instance using: 

5.1. The tenant handbook. 

• Correspondence and leaflets for customers about particular 
projects we are working on. 

• Information for staff on the intranet. 

• Signage on our premises. 
• Privacy pages on the Group’s website: 

https://www.selwoodhousing.com/privacy-notice/. 

 
We will try to produce privacy information which is easy to access 

and understand, particularly if our use of data relates to 

customers/groups who may be more vulnerable. We will keep our 

documentation under review and update it when there are changes 

to what we do with personal data. 

Data we hold will only be passed to other organizations if we have 

the data subject’s permission to do so, data protection law allows us 

to do so, or legislation or a court order says we have to do so.  

Personal data shall be collected for specified, explicit and 

legitimate purposes and not further processed in a manner 

that is incompatible with those purposes. 

We collect information for several reasons, which include allowing 

us to provide individuals with services which meet their needs and 

to meet our legal obligations and the requirements of our regulators. 

Our data map describes why we use personal data. 

The information is collected on a ‘need to know’ basis (also known 

as “data protection by default”) so only the information needed to 

carry out these activities is collected and stored. 

Staff must only access files which are needed to do their job. Staff 

members must not look up any files or share information for personal 

interest or use.  

https://www.selwoodhousing.com/privacy-notice/
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Personal data will normally only be shared with third parties to 

support delivery of our services, or to meet our legal or regulatory 

obligations.  

Information will never be passed to external organisations for 

marketing or sales purposes or for any external commercial use 

without the data subject’s prior consent. 

Personal data shall be adequate, relevant, and limited to what 

is necessary in relation to the purposes for which they are 

processed. 

We will ensure that we collect the right information to allow us to 

deliver our services and meet our legal and regulatory obligations. 

As these services or obligations change over time, we may request 

additional information. 

We will set up our systems and processes to ensure that unnecessary 

personal data is not collected or used (“data protection by design”). 

This will include arrangements/systems we put in place ourselves, 

and when working with suppliers to deliver services for us. All data 

flows will have an owner, which is recorded in the data map.  

We will apply all necessary data minimisation techniques to reduce 

the risk to data subjects. 

Wherever possible, we will ensure that information that is no longer 

required is deleted or destroyed. 

Personal data shall be accurate and, where necessary, 

kept up to date. 

We need information we hold about data subjects to be accurate and 

up to date. We recognise that most updates to old/inaccurate 

information about customers will come through the Customer 

Services Team and we will ensure that they are trained to update 

information on our systems in the first instance.  
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We will check our records regularly by undertaking audits and 

cleansing exercises, to ensure that data is kept up to date. We ask 

data subjects to notify us as soon as possible if their circumstances 

change so we can update our systems. Customers and staff will have 

the ability to use self-service tools/portals where appropriate to 

update their information. 

Personal data shall be kept in a form which permits 

identification of data subjects for no longer than is necessary 

for the purposes for which the personal data are processed. 

Personal data which we hold about individuals will not be kept for 

longer than is necessary. Different types of information need to be 

kept for different lengths of time and we will store and dispose of 

information in accordance with our document retention policy.  

We will also (through contracts such as data processing and sharing 

agreements) work to ensure that any third party that has a copy of 

data subjects’ personal data securely destroys any data that they no 

longer require. 

The Selwood Housing Group will employ appropriate deletion 

methods to both paper based and electronic records in line with our 

document retention policy. 

Personal data shall be processed in a manner that ensures 

appropriate security of the personal data, including protection 

against unauthorised or unlawful processing and against 

accidental loss, destruction, or damage, using appropriate 

technical or organisational measures. 

The Selwood Housing Group will ensure that all data is kept secure 

by taking precautions against physical or electronic loss or damage 

and restricting both access and disclosure. Fuller details of our 

information security arrangements are set out in our information 

security policy. The measures we have in place will include: 
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• Maintaining an information asset register for systems and 
hardware, which is kept under review. 

• Having an Acceptable Use procedure for use of IT systems, 

with monitoring of systems to ensure that this is met. 
• Maintaining electronic Access Control arrangements which 

assign access rights for staff (including temporary staff) and 

third-party contractors to relevant systems and services 
required to fulfil their role on a ‘least privilege’ basis. 

• Logging access to systems and event logging. 

• Applying password management controls. 
• Ensuring that personal data is not shared externally in the 

body of emails and that and attachment security solutions 

(encryption) appropriately protects sensitive personal data. 
• Ensuring anti-malware and antivirus is up to date, as well as 

software and system patches, and not using unsupported 

operating systems. 
• Undertaking periodic penetration testing and vulnerability 

scans and assessments. 

• URL or web content filtering to block inappropriate websites 
being accessed. 

• Maintaining external and internal firewalls and intrusion 

detection systems in place as appropriate, to make sure that 
the information in networks and systems is protected from 
unauthorised access or attack, for example denial of service 

attacks. 
• Maintaining a home/remote working policy. 
• Encryption and wiping capabilities for laptops, tablets, and 

mobile phones. 
• Security measures to protect information processed when 

home or remote working, for example VPN and multifactor 

authentication. 
• Minimising use of removable media to store personal data. 
• Protection of office areas (i.e. areas that contain either 

sensitive or critical information) by appropriate entry 
controls such as doors and locks/keycard access, alarms, 
security lighting or CCTV. 
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• Visitor protocols are in place such as signing-in procedures, 
name badges and escorted access. 

• Additional protection against external and environmental 

threats in secure areas such as server rooms. 
• Storing paper records securely and controlling access to 

them. 

• Operating a clear desk policy across the organisation where 
personal data is processed, and automated (timed) screen 
locks. 

• Having in place business continuity plans, including systems, 
processes and records which are vital to the business. 

• Taking appropriate backups of electronic data. 

 
• Where personal information is no longer required, it will be 

securely destroyed – paper records must be destroyed in 

confidential waste bins and electronic equipment must be 
returned to the IT team for disposal. 

• Supply chain management, including use of procurement 

frameworks which include IT security standards as part of the 
framework terms, template agreements which include at least 
the standard legal requirements relating to data protection, 

and contract management and audit during the lifetime of the 
agreement (see also Working with External Suppliers, and 
Data Sharing, below). 

 

The Selwood Housing Group will take all reasonable steps to ensure 

the reliability of anyone, including employees, who has access to 

personal data. All staff will receive training on data protection with 

more in-depth training provided for any staff that have extra 

responsibilities for data protection. We will undertake a training 

needs assessment for all roles, including in relation to data 

protection. Staff must not look up records of any person unless they 

have a legitimate business reason for doing so. 

In the event of any data loss, theft or other significant incident 

concerning Group data, the main considerations will be to limit the 
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damage caused, inform the data subject and any other relevant 

party of the breach and then to put processes in place to try to 

ensure that it doesn’t happen again. 

 

Data Sharing within the Group (joint controller 

arrangements under Article 26 UK GDPR) 

Selwood Housing Group includes some business units which are 

separate legal entities. However, the size of the Group, and the way 

that business units and staff within the group operate, means that 

information is routinely shared and made available between group 

companies. This is in the legitimate interests of all the group 

companies.  

This means that different companies within the Group are ’joint 

controllers’ of the data within the group.  

Selwood Housing Society Limited generally is the customer- and 

staff- facing business and will primarily be responsible for providing 

information on behalf of the group required under article 13 and 14 

UK GDPR, as well as managing other requests from data subjects or 

issues involving their data.  

All technical and organisational data protection policies and 

measures are applied universally within the group.  

As part of our wider approach to data minimisation and access 

control, we will restrict general access to systems and files which 

are sensitive and specifically required by one part of the Group and 

which do not need to be available to other parts of the Group.  

 

Accountability 

In addition to complying with the above requirements of data 

protection law, we recognise that we are required to be able to 
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demonstrate how we are discharging our responsibilities. We do this 

through our decision making structures described above; maintaining 

records of how we have made decisions about data protection-

specific issues; taking the steps described in this policy and other 

documents; and auditing our compliance including through use of 

tools promoted by the Information Commissioner’s Office. This 

includes:  

- The ICO accountability framework and associated checklists 

- Seeking Cyber Essentials [Plus] certification 

- Principles in ISO27001 and ISO9001 

- Ad hoc reviews of compliance with aspects of our technical 

and organisational policies and procedures, including:  

o Penetration testing 

o Data quality reviews, including as part of updates to 

systems 

o Business continuity simulations 

- Specific review of incidents, complaints and subject rights 

requests to ensure compliance 

- Internal audit.   

 

Working with external suppliers 

We may make use of services provided by external suppliers. We 

will undertake due diligence on our suppliers, appropriate to the 

nature of the services they are providing, the value and criticality of 

the services they are providing, and the nature of the personal data 

that they are processing. We will put in place contracts that ensure 

that (as a minimum) mandatory legal requirements are put in place. 

Data Sharing 

It is recognised that there are certain circumstances in which 

information may be passed to other agencies. 



 
 
 
 
 
 
 

 

 

 

Page 14 of 21 
 
 

 

Data Protection Policy 

Policy owner: Mark Mayler       

Last updated: May 2025 

Review date:  May 2026 

If we plan to share personal data with a third-party contractor, we 

will assess their suitability before we enter any contract with them. 

They will also be required to sign a data sharing/processing 

agreement to ensure that they understand their obligations and 

process personal data in the correct manner. We maintain our own 

template agreements which meet the legal requirements, or will use 

terms within contracts or data sharing agreements presented by 

third parties as appropriate. 

We will ensure that all data in transit between offices or third parties 

shall be appropriately secured. All data is sent in an appropriate 

format and where necessary, utilizing recorded or special delivery or 

a specialist courier to ensure that the data gets to the intended 

recipient and reduces the risk of theft and the risk of losing data or 

data being stolen. 

In some circumstances, we are required to share personal data with 

central and local government.  

 

 

Electronic Data Transfer 

Selwood Housing Group ensures that all email transfers which 

contains any personal data is encrypted and / or password 

protected. Password keys must be communicated over a separate 

communication channel to secure the data. 

Confidential board and similar papers are distributed in a secure 

password protected system using Microsoft SharePoint, or use-case 

specific platforms such as the Board Portal. 

Storage 

Selwood Housing Group ensures that all physical tenant files 

containing personal data are locked in appropriate filing cabinets 

and all archive files reside in the allocated sites. 
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All staff are responsible for ensuring that tenant files are replaced 

into cabinets at the end of each working day. 

All electronic information processing systems are access controlled 

and only staff with appropriate authorisation shall access 

information they are privileged to. 

Data Protection (Privacy) Impact Assessments 

Selwood Housing Group ensures a privacy impact assessment is 

conducted for any new system or change to an existing system which 

may store, process, or have an impact on personal data for 

individuals. 

All department heads or project owners are required to inform the data 
protection officer on the planning of any new project which is likely to 
involve the processing of personal data. PIAs are required to be 
completed and approved before the implementation phase of any 
project which is likely to result in a high risk to individuals. 

The rights of the data subject 

Selwood Housing Group recognises that data subjects have the 

following rights: 

• Right to be informed 

• Right of access to personal data 

• Right to rectification of personal data 

• Right to erasure of personal data 

• Right to restriction of processing of personal data 

• Right to data portability 

• Right to object to processing of personal data 

• Rights in relation to automated decision making and profiling 

 

Not all these rights will always apply and because of the nature of 

the services we provide and sensitive data that we hold, we 

recognize that we need to take care in how we respond to such 

requests. Selwood Housing Group follows appropriate internal 
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procedures for any of the above requests made by a data subject. 

The data protection officer shall be informed of any request made. 

We will ensure that we do not interfere with these rights and will do 

our best to support any data subject who wishes to exercise their 

data protection rights. It should be noted, however, that the Data 

Protection Laws includes several exemptions under which some of 

these rights may not apply. 

Subject Access Requests 

The most common type of request we get is a subject access request. 

Selwood Housing Group recognises the rights of all individuals to 

have access to any data that the Group holds about them. 

Information will normally be made available within one month of the 

request being made and this will be at no charge to the data subject. 

Where possible we will try to deal with routine queries (for instance, 

requests for rent statements) without requiring the data subject to 

complete a subject access request. 

Selwood Housing Group reserves the right to not fulfil a subject access 

request, extend the time required to respond and to charge an 

administrative fee for cases where the request is excessive or it is a 

repeated request for copies of the same information. In any of these 

circumstances, the data subject will be adequately notified within one 

month of the request being made. 

Selwood Housing Group has a formal subject access request 

procedure. The data protection officer shall be contacted whenever 

a request is made by an individual for access to their information. 

Freedom of Information Law  

We are not subject to the requirements of the Freedom of 

Information Act 2000 or the Environmental Information Regulations 

2004. We therefore do not respond substantively to requests made 

under that legislation, but we will seek to be transparent about what 
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information we hold as appropriate, including in accordance with 

regulatory standards. 

Transfer of personal data outside the UK  

Personal data processed by the Selwood Housing Group will usually 

be held only within the United Kingdom. Occasionally, however, it 

may be necessary to transfer data outside of the United Kingdom. 

If this is the case, a risk assessment will be completed before the 

data is transferred to ensure that all personal data will be adequately 

protected. We will reference the possibility of international data 

transfers in our privacy information and make further details 

available on request. 

Data breach notification 

In the event of a personal data breach, all staff are required to 

complete an internal breach notification form contained within 

our data breach notification procedure [Selwood Housing data 

breach form- may 2023.docx (sharepoint.com)] with all details 

required. 

Based on the severity of the personal data breach, the data 

protection officer will assess and decide on whether the breach is to 

be reported to the ICO. An external ICO breach notification form will 

be completed in this instance. 

 

4. Signposting 

 

This policy is available on Our Place for viewing by all staff so that 

they may see how personal data is processed within the Group. Other 

data protection resources are also published there. 

This policy is also made available on Selwood Housing’s internet site 

to all current and prospective tenants or to anyone who makes a 

request. 

https://selwoodhousinggroup.sharepoint.com/:w:/r/sites/Intranet/_layouts/15/Doc.aspx?sourcedoc=%7B271299EE-FCC5-4DD3-A460-A2B2DC222B23%7D&file=Selwood%20Housing%20data%20breach%20form-%20may%202023.docx&action=default&mobileredirect=true&web=1
https://selwoodhousinggroup.sharepoint.com/:w:/r/sites/Intranet/_layouts/15/Doc.aspx?sourcedoc=%7B271299EE-FCC5-4DD3-A460-A2B2DC222B23%7D&file=Selwood%20Housing%20data%20breach%20form-%20may%202023.docx&action=default&mobileredirect=true&web=1
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This policy should be read in conjunction with the 

following documents: 

• Information security policy 

• Document retention policy 

• Privacy notices 

• Data breach procedure 

• Subject access request procedure 

• PIA template  

 

Further guidance and information on data protection law can be 

found on the Information Commissioner’s website.www.ico.gov.uk. 

You may also contact Selwood Housing Group’s Data Protection 

Officer. 

 

Appendix1: Glossary 

Data 

Information being processed automatically or recorded manually as 
part of a relevant filing system or recorded with the intention of 

doing either of the above. 

Personal Data 

Data which relates to a living individual who is identifiable from that 

data or that data and other information, which is in the possession 
of, or is likely to come into the possession of, the data controller. 
This includes an expression of opinion about the individual as well 

as any indication of the intentions of the data controller or any other 
person in respect of the individual. The Data Protection Act covers 
all personal data whether on paper, in computer files or recorded on 

http://www.ico.gov.uk/
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other material. It also includes Closed Circuit Television (CCTV) 
images. 

Special Categories of Personal Data 

Data containing information relating to an individual’s: 

• Racial or ethnic origin 
• Political opinions 

• Religious or similar beliefs 
• Membership of a trade union 
• Physical or mental health condition 

• Sexual life 
• (Alleged) commission of any offence 

Processing 

Obtaining, recording, disclosing, holding, consulting, using data, or 
carrying out any operation on the data including erasure, 
destruction, and retrieval. 

Data Controller 

The person/organisation who determines the purpose and manner 
in which personal data is held and processed. 

Data Processor 

The person/organisation who processes the personal data. 

Data Subject 

The individual who is the subject of personal data. 

Data Protection Officer 
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The person responsible for notifications to the Information 
Commissioner and who will respond to any questions regarding Data 
Protection law and Selwood Housing Group’s compliance with it. 

THIS POLICY CROSS REFERENCES TO: 

Data Protection Act 2018 

UK implementation of the General Data Protection Regulation (GDPR) (2016/679) 

All applicable guidance and codes of practice issued by the UK Information 

 

Selwood Housing 
Group Privacy Notice 
Subject Access Request 

Procedure Data 
Retention Policy 

ICT Security and Acceptable Use Policy 
Disciplinary Policy 

Employee Handbook 
Data breach procedure 
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updated 

 RAG Committee New Group 

Policy 

13.01.17 Group Head of ICT Contact details 
updated 

11.09.2018 October 2018 board Full update to 
policy for DPA 
2018 
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