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CRM TalkingPoints 
Data Protection 

UK councils reported over 700 data breaches to the ICO in 2020  

Following FOI requests to all 398 Local Authorities in the UK, Councils reported more than 700 data 
breaches to the Information Commissioner’s Office (ICO) in 2020, according to a report published by 
Redscan and reported in the Local Government Chronicle. 

The research showed that ten of the councils had their operations disrupted as a result of breaches or 
ransomware, however just half of council employees have received cyber training in 2020, with 45% of 
councils employing no staff with recognised security qualifications. 

The report concluded that Councils are highly vulnerable to data breaches and that: 

UK councils reported over 700 data breaches to the ICO in 2020. 

At least 10 councils had their operations disrupted due to a breach or ransomware. 

One council reported 29 data breaches to the ICO in 2020. 

Council employees lack security training and qualifications: 

Just over 50% of all UK council staff received cyber security training in 2020. 

Nearly a third of councils reported that less than a quarter of staff had received training. 

Forty-five percent of councils employ no professionals with recognised security qualifications. 

There are large disparities in security training spend: 

The average annual spend on cyber security training by councils in 2020 was £3,343. 

Annually, councils spend, on average, £1.58 on security training per employee. 

Approximately four in ten councils spent no money on security training in 2020. 

County Councils were most affected and the report references that  

 

At Zurich Municipal we have experts who can support your organisation identify and manage data  
protection risks. For further information please contact your Risk & Insurance Consultant or Claims 
Relationship Manager.  

“ A notable number of councils experienced data breaches that impacted their ability to deliver important 
services. As towns and cities become more data-driven and interconnected, the possibilities for 
disruption will only increase. To minimise the risk of data breaches in the future, it is imperative that 
councils continually evaluate their security controls to keep up with the evolving threats.” 

That’s our promise to you, our Claims Commitment. 

Making it Personal Clear Effortless and Collaborative. 

 Zurich Support Services
We’re here for you when you need us
If you’re struggling or having difficulties since experiencing a loss, such as fire, flood or a 
motor incident, our free of charge counselling service, could help you to make sense of 
what you’re feeling. Thoughts and feelings can be complex, and you do not need to try 
to process this alone.

What are the benefits of the  
counselling service?
Confidential
Customers are always treated with the 
utmost sensitivity and confidentiality. 
Speaking to friends and family about how 
we are feeling can often be helpful, but 
sometimes you may require some extra 
support from a qualified counsellor.

Free of charge
Our service includes, up to five sessions 
of professional counselling, completely 
free of charge – for customers struggling 
with their wellbeing as the result of a claim. 
The service also extends to your immediate 
family members over the age of 18.

Professionally trained counsellors 
Many people find counselling an 
effective way to focus on the problems 
we’re facing, in a non-judgemental way. 
This service is provided by our partner, 
Workplace Options, so you’ll always speak 
to someone who is highly-skilled and has 
the relevant qualifications.

How could they help me?
Counsellors will let you talk through your 
feelings and experiences without judging 
you. The service is available face-to-face, 
by phone and through video.

•	 You can call the phone number for 
free, to arrange an assessment with 
a qualified counsellor 

•	 A suitable counsellor will be appointed 
within two working days of initial 
assessment

•	 Your first session will take place, within 
five working days of your initial contact 
with a counsellor

•	 Referrals are available for longer-term 
support, if needed beyond the five sessions.

If you have any urgent mental health 
needs, you can find the contact  
details for your local NHS urgent  
mental health helpline, by visiting  
www.nhs.uk/mental-health.

	 Call for free on: 0800 542 5519

http://www.nhs.uk/mental-health

